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HEPEJIIK CKOPOYEHbD

Enextponnwuii undpoBuii miamuc,

Hociit kimrouoBoi iHpopmariii;

[TepconasibHa KOMI ' OTED;

[Iporpamue 3a6e3neuenns «IIT Kopucrysau LICK-1»;
Cnucox BIAKIUKaHUX CepPTU(IKATIB,

entp ceprudikarii kirodiB [HdhopmaliiitHO-10BIAKOBOTO
nemnaptamenty JDC;

Certificate Management Protocol (mpoTokos ynpaBiiHHS
00CIIyTOBYBaHHSIM cepTU(DIKATIB);

Lightweight Directory Access Protocol (mpoTokos 1ocTyIry 10
KaTaJiory);

On-line Certificate Status Protocol (mpoTokoI BU3HAYEHHS CTaTyCy
cepTudikara);

Time Stamp Protocol (mpotokon ikcyBaHHS Hacy);
Odimiitnuit iHdopmamiitnuit pecypc ALICK [JIT ADC
(http://acskidd.gov.ua)

Karanor (namnka), npusHaueHuit 1715t 30epiraHHsi HOCHJICHUX
ceprudikari Ta CBC
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IIpu3HayeHHs nporpamMu

I13 «IIT KopucrtyBau IICK-1» € namiitaum 3acobom EIIIl Ta mpusnadeHe mis
3acrocyBanHd Ha [1K kopucryBaua/mianucysada LICK 1 BukoHye HacTymH1 GyHKIIT:

yl'[paB.]'liHHH KII0YaMHi KOpUucryBava:

reHepaiiro kmodiB kopuctyBada [ICK, 3anmuc ocobuctoro xmroua va HKI ta
dopMyBaHHs 3anTa Ha (OpMyBaHHS cepTU(IKaTa;

pe3epBHE KOIiOBaHHS 0cobucToro kiroda 3 ogqHoro HKI Ha iHmmif;

3MiHY TapOoJIIO 3aXUCTy OCOOMCTOTO KIII0Ya;

3HUIICHHS ocooucToro kimoua Ha HKI;

dopmyBannas Ta mepemady y L[CK 3ammrta Ha OnokyBaHHsS cepTudikara
KOPHUCTYyBava,

dopmyBanHs Ta mepemady y LICK 3amurta Ha ckacyBaHHS ceprtudikaTa
KOPHUCTYBaua;

pocryn nmo ceprugikarie IICK, cepepiB IICK, ceprudikartiB iHmmx
kopucrtyBayiB Ta CBC:

neperisin ceprudikarie Ta CBC y daitnoBoMy CXOBHII,

nomyk ceptudikartie 'y ¢aiinoBomy cxosui, LDAP-katano3i ta 3a
nonomororo nporokory OCSP;

BU3HAYEHHS cTaTycy ceptudikariB 3a mponomororo CBC Ta 3a mpoTokoiom
OCSP;

MepPEBIPKY YMHHOCTI Ta IIICHOCTI CEpTU(DIKATIB Ta 1H.;

3axucT GailiiiB KOPUCTYBAYA:

nianuc (anmis;
nepesipka ELTI;
mudpyBaHHs (HaiiB;
po3mdpyBaHHs (haniB.
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1. BcranoBaenHnst nporpamuoro 3adesnedenns: «II'T Kopucrysau IHHCK-1»

3aBaHTaXUTH apXiBHUMA (Pailyn 3 THCTAISIIITHAM MTAKETOM MporpamMu 3 BeO-calTy 3a
HacTynHHM nocrianHsaM: http://acskidd.gov.ua/korustyvach_csk.
Jani HeoOXiAHO poO3MaKyBaTh apXiBHMW (aiin, 3aiiicauTd iHcTamsmiro 113
BUKOHABIIIM HACTYIIHI Jii:
1.1 3amyckaemo incransarop 113 — EUInstall.exe (puc. 1.1).

ALICK 1A .
iliiTH IHcTanAuiA nporpamu Kopuctyeau

ALICK 101 DC.

PeromeHaoBaH0 SaBepwMT poboTy yoix WK Nporpam
nepe NPOACEXEHHAM ANA YHAKHEHHA MOXTIMEVDE KOHE MK TIE
Mg Y3C HCTanAuWi .

Nng nponsExeHHA HaTMcHITe ani, swin - Biamida.

( [ Oani > Bigraina

Pucynoxk 1.1

1.2 O3HaHOMITIOEMOCH 3 JIIIEH31HHOIO YTO0I0 Ta IMOTOKYEMOCH 3 11 yMOBaMH, IS
MIPOIOBXKEHHS THCTAIIALIT HaTHCKaeMo KHOMIKY «/lamy» (puc. 1.2).

MpoyMTaATE Wo BEXKNMBY iHPOPMALIID Nepel NPOA0EKEHHAM .

MpoumTaiTe niueHsilHy yroay. B NOBWHHI NOroAMTACA 3 YMOBEMIA LE! YTO0M NEpPEL
NpoOoEXEHHAM IHCTaNAL .

IMiugHsiAHa yroga Ha NporpaMHWR Komnnekc kopucTyeaya LICK 71T Kopuctyeay =

LCK-1" =

Mporpama RENAS cofoio KoM K0TEpHY NporpaMy, 3anMcaHy Ha BianosioHV |i|
Hocire, Ta Gyoe-pKy BO0yaoEaHy” afo eNSKTPOHHY AOKYMEHTALIHD.

BoTaHosnoiouM, Komikiui 360 iHLAM YWMHOM BAKODMCTOBYOWA porpany, Bia iam
CaMWM NpWAMaETe Ha cebe yMoBW Wel yroaW. Akwo Bu He npuwitmasTe yMoE Uiel
yrOOM, HEralHo CKacyWTe IHCTENALK NporpamK.

Mporpama saulLeHa SaKoHEMM | MEKHSPO AHAMK YTOAAMK MPo SETOPCEKE
Npaec, 3 TAKoX iHWMMK S3KoHaMW | JoroBOpaMM, WO ME0Te BiQHOWEHHA 4o

(7)) A He npuAMaD Wiel yrom

Pucynox 1.2
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1.3. Karajmor po3MimieHHs MpOrpaMH  CTBOPIOETbCS  aBTOMATHYHO (32
3amoBuyBanHsM C:\Program Files\Institute of Informational Technologies\Certificate
Authority-1.3\End User), 3MiHIOBaTH #HOro HEe pPEKOMEHIYEThCs. JIJii MPOIOBKEHHS
1HCTaNAII] HaTUCKaeMO KHOTIKY «Jlami» (puc. 1.3).

Ny | Kopucrysau A CK 114 AOC. IHcranau

DEepite KaTanor AN IHCTANAWI Nporpasm
Kym HeofxigHo iHoTansam™ nporpamy 7
I Mporpama fyae iHCTaNbOBaHa Y HACTYMHWA KaTanar .

[na nponpeskeHHA, HamweHiTe Lani. [na enGopy iHWoro Katanory, HaTMCHITE
2MiHAT.

itute of Informational Technologies

HeofixigHo mikimyn 23,9 MG guckoBoro npocTopy.

e —
[ <ﬂasan(][ Lani > D[ Bigmira
D —
Pucynoxk 1.3

14 KaTaJIOF ImporpamMmu 'y MCHIO «HYCK» CTBOPIOETHECA aBTOMATHYHO, 3MiHIOBaTI/I
10r0 HE PEKOMEHIYEThCS, HATHCKAEMO KHOIIKY «Jlami» (puc. 1.4).
7 Kopuctysad ALCK I 0C, THeranau

Bxaxits katanor mexio Myck
e noTpiGHD poSMICTUTH SHAYKK WBWAKOMD 3aMycKy nporpamun?

ZHEYKM LWBWAKOr D SAMYCcKy Nporpamu Sy mLyTe SanMcaHi y HACTYNHWA KaTanor
meHt [y,

[na npopoexendn, HamacHiTe Odani. [ns embopy iHWOMo KSTaNory, HETMCHITS
3MiHATA.

I T\KopueTysau LICK-1.3] 3.

’ <Hasanq1_ Oani > D Bigrmina
Pucynok 1.4

1.5 Ilix yac BcTanoBneHHs [13 ¢aitnoBe cxoBulle i1 NOCUIEHUX CEpTU(DIKATIB Ta
CBC crBOproerbcst aBTOMaTuyHO. /J[st 3MiHM po3TanryBaHHA (ailJioBOro CXOBHUIA
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HEOOX1ZIHO HATHCHYTH KHONKY «3MIHMTH» Ta oOpatu BIANOBiAHUK KaTtanor. Jlms
MIPOJIOBKEHHS 1HCTANAIIT HaTUCKaeMO KHOTKY «Jlami» (puc. 1.5).

B4l Kopucrysau ALICK 11/ A@C. Incranauia li‘_‘ﬂ_hj

Braxith katanor ana cepnapikarns ta CBC
e cTeopr™ KaTanor anA ceptdikaTtie Ta CBC7?

Braxite katanor ana cepmudikatie Ta CBC, HamcHime Hani. ns eubopy iHworo
KaTanory. HATMCHITE 3MIHMTIA.

My Certficates and CRLs 13 T

[ < Haszan Hani = 1 Bigmina

Pucynoxk 1.5

1.6 3a HEOOX1THOCTI MOKHA CTBOPUTHU SIPJIMK Ha poOOYOMY CTOI Ta 3amyctutu 113
MICHI 3aBeplIeHHs Horo i1HctanmAamii. Jis 1boro HEOOX1THO MPOCTABHTH BIAOBIIHI
no3Hauku (puc. 1.6). s mpooBKeHHS IHCTANIALIT HATHCKAEMO KHOTIKY «Jlami».

[ Kopucrysau ALICK 104 A®C. Incranauia El_léj

D6epiTe nonaTosi sanav
Aki popaT™osi 3anay MaTe GyTH BUKOHEHI7

OfiepiTe AOOATKOBI 330341, WO NPOrpamMa IHCTANALU NOBWMHHE BUKOHATH, MOTiM
HamcHiTe [ani.

Lopatkosi sHadKwM: I
CTeoprT 3HavoK Ha poGovomy cToni
IHwi sa80gHEE"

__ﬁ__

-y

{3aBaHTEXMTV NpOrpamy MicnA HCTAnAW
p——

< Hazan Lani = Bigmina

Pucynox 1.6

1.7 YV BiKHI TOTOBHOCTI JO IHCTaJsIli HATUCKAEMO KHOMKY «BcTanoBuTh»
(puc. 1.7). SIkimo mapamMeTpH IHCTANAIIT HE 3a70BOJIbHAIOTH KOPHCTYBada/miaNMcyBaya, ix
MOXHa 3MIHWTH HaTHUCHYBIIM KHOTNKY «Hazam». Jlms BuUXomay 3 mporpamMu HEOOXiTHO
HaTUCHYTH «BimMiHay.
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Kopucrysau ALICK [/ J@C, Icranavja =R

lNoToBHICTE AD IHCTaNALT
Bee rotoeo ao iHcTanauwi Kopuetyeay ALCK |0 O9C.

HamicHiTe BcTaHOBMTA ANA MpoaoEXeHHA iHCTanAUl afo HaTWCHITE Hasaa, Akl BK
XOYETE NEPErNAHYTM 350 SMIHWTH DERAK NaPaMETEM.

KaTanor ana sanucy: -
C:\Program Files (86)\Institute of Informational Technologies\Certificate Authort |

MNporpamHa rpyna;
IIT\KopucTyeau LICK-1.3

Hopamcosi zanaui;
[opamosi SHIYKKA:
CTeopiMTH SHE40K Ha poBodory cToni
IHWi =3B 8aHHA:
3aBaHTEXMTH NPOrpaMy NICNA IHCTAENALT

Pucynox 1.7

1.8 Ilicns 3aBepmieHHs IHCTANAIIi 3allylieHa MporpamMa Mae€ TaKud BUTISA
(puc. 1.8). [lepen BUKOpHCTAHHIM MPOrpaMy HEOOXiTHO HAIAIITYBATH.

( L_" Kopwetysau ALLCK 1A A@C

' Painn  Ocobucmwit kniow  Cepmwgikama Ta CBC Mapametow  [onomora

AKPEQWTOBAHWA LIEHTP CEPTMMIKALLIT KNHOYIB
A IHhopMaLiMHO-ADBIAKOBOrD AenapTaMeHTy JC

O6epiTb 3aBAaHHS...
. Migrnmwcam padin MNepesipyuma padin
MNepegipa ELN Ha nignucarix
paina

Baumdpysam daima Posumdpysam dadima

%% PoswnbpysaHHa
: SaAWWDPOBaHI Dainis

MNepernsiym cepmdikam Nepernsuym CBC
R B Mepernag CBC y palinosony
CHOBMLL

NopaTkoBO. ..
@ Mepeiima go web-cainty LICK...

Pucynok 1.8
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2. IlinroroBka 10 podotTu nporpamuoro 3adesneveHnst «IIT Kopucrysau L{CK-1»

[Ticns iucTamsmii 113 go ¢aitaoBoro cxoBuina HEOOXITHO AOAaTH cepTU(DIKATH
minrcyBaya.

3niIACHUTH TIEPEBIPKY pO3TallyBaHHS (paJIOBOro cxoBHIIa MoxHa y MeHio [13
«ITapamerpu/BcranoBurn/@aiijioBe CXOBHILE.

3a HeoOXiHOCTI, pO3TallyBaHHs (ailJIoBOro CXOBHIIA MOKHA 3MiHUTH (puc. 2.1).

Bl Kopuctysau ALICK 144 A0C [ESEER
Faitmn Ocofucmwit kniow  Cepmwdiam ta CBC | Mapame Lononmora |
L AKPEQMTOBAHMA LIEHTP CEPTHMIKA | Bcranoswtw... | Ctrl+P
Mapamerpu poboTa - - [ﬁ
(] Ecpamse cxoBiue @ Pannose cxosuwe cepTudikaTie Ta
31 - = CBC
Cepee
= < oreEpEEp MNapavieTpW dainosoro
%‘1 TSP-cepeep or 3 cepTipikaTamu T2 CEC: __-'-"""""---.....MI
- . C:\My Certficates and CRLs 13 P
-cepeep
;.E' (V] A ToM BT T T Tyt A R il b
;ILj JI LDAP-cepsep J6epirami cepTMDIKaT, Wo cTpumani 3 OCEP-, LDAP- un CVMP-cepeepis
g% CMP-cepasp Yac sfepiraHHA cTaHy nepesipedoro ceptudikaTa, oo 3600
.:_ﬂ'l'.:; [] Nepesipam CEC
l-' %, Duung il momos
a _EECepmq:iKa‘m Ta CBC
Eﬂ ” PeecTpauia nomii
-| [ oK [ BigmiHa ] [.?»acmcysam]
Pucynok 2.1

Bukonatu momyk cepTtudikara MokHa Ha BeO-caiTi B po3gim «llomyk
cepTudikaTiBy, BUKOPUCTOBYIOUH MoJie «3aranbHe imM’sp» (BBiBIM I1IB mignucysaua) abo
none «Koja mmaTHMKa TOAATKiBY» (BBIBIIM pPEECTpaIliiHMiA HOMEp OOIKOBOI KapTKH
IJIaTHUKA TojatkiB), ado moste «Kox €JIPIIOY» (BBiBIIM KO TUIATHUKA MOJATKIB 3T1THO

€IMHOrO JEepKaBHOTO PEECTPY MIANPUEMCTB Ta OpraHizaliii YKpaiHH) Ta HATUCHYTHU
kHOTIKY «[lomryk» (puc. 2.2).

c Vpara! Jlns HamexxHoi po6Gotu I3 HeoOXimHO 3aBaHTaXUTU OOWIBA

ceprudikaru (mianucy ta mudpyBanHs (puc. 2.3) Ta 30epertu ix y daisoBoMy
CXOBMIIII.
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AKPEAUTOBAHUNM

LLEHTP CEPTU®IKALIT KJIIO4YIB
IHOOPMALINHO-A0BIAKOBOIO AEMNAPTAMEHTY A®C

& lonoera cTopikkal &y KoxTtaktv | @@ HopmatueHa 6aza 01.04.2015 14:13:58

Ol HbopMALIHHWIA PecypC AKPeaUTOBaHOT0 LeHTPy ceprudixailil knouis IndopMayiinHo-aosiaxosoro genaprameHTy AOC
i 0 800 501 007

KoHTakT-11eHTp IHdoprMauiiito-708iax080ro aenapramMeHTy 1OC

Hosunuu

Mowyk ceptudikartis

Mowyk cepTdikaTis MoXe 3AINCHIOBATUCE 338 PEKBI3UTAMKU BNACHUKA Ta PEECTPaUiiHUM HOMEPOM

AKTyanbHo

"Mpo 3MiHy TEXHONOTIYHNX

ceptudikaris ALICK 1A A®C

"Mpo nposepgennn

Ceptudikatn ALICK cepTudikaTy pernameHTHux pobirt

I PernamenT pobotu
I CNMCKN BIAKAMKAHUX

o iliarn Mowyk cepTudiKaTiB 3a PEKBI3UTAMKM BNACHMKA

(il = &N 1235
OpraHisauis nacHuka: | ] \ ¢ \_‘} 1 “)H\
I PeecTpayia kopuctysayis 2 :
Miaposain snachuka: | ]
I Mporpamue 3abesneuyenHHs In's nachuka: | J \ ‘a e T TV
= Koa €APMOY: \ JOBIIKOBIIt
I Y 4 /ieHH " JETMAPTAMEHT J$C
ckacysaHHs cepTudikartis Koa nnatHWKa noaaTkis: ” s B
0 800501 007

Pucynok 2.2

SAxio BY 3HAMIIIN cepTU(dIKaT BIAMOBIIHOTO MIJMUCYyBaya — 3aBaHTaXTE MOTO Ha

CBIii KOMIT FOT€p HAaTUCHYBIITU KHOITKH — | (puc. 2.3).
PezynbTaTH NOWYKY

1|/MoBHe iM'A: Komnadieus Kpid Onekcanapoeud +
ObnacTe (perion): Kuis

Hac. nyHKT: KuWie

Opradizayina: [HbopMaULiMHO-O0BIAKOBWA AenaptaMedT A0C
Migposzain: ¥YnNpasniHHA (LeHTR) cepTudikaull knodie 100 OhC

I

MNoBepHYTHCE A0 NOWYEY *

Pucynok 2.3

Ilpu BukopucranHi Opay3epa «Internet Explorer» 30epexxenns ceprudikara
HEOOXITHO MIJATBEpAUTH HATUCHYBIIM B [J1aJOroBOMY BIKHI KHONKY «COXpaHUThY

(puc. 2.4).

==

-
3arpyska daiina - npeaynpexaeHve cucrembl 6e30nacHoCTH

OTKpbiTh MK COXPaHUTL 3TOT Pain?

Mma: Komnanieus_HOpin_OnexcaHaposuy.cer

2

Tun: CepTudukar 6esonacHocry, 2,00 Kb
Ws: acskidd.gov.ua

onoun{ Cagoum [ Omera ]

' I Paiinoi u3 WiHTepreTa MoryT GbiTb NONESHLI, HO 3TOT TWN Panna
\\0/ MOXET NOBPeaTs KoMNbioTep. ECnu Bbl HE A0BEPRETE MCTONHMKY, HE
OTKPLIBAATE U HE COXPAHRAIATE 3TOT ®ain. PaKTope! pucka

N —

Pucynok 2.4
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o 3aBepIIeHHIO MPOLIECY 3aBAHTAKEHHS HEOOX1HO HATUCHYTH KHONKY «OTKPBITH

nanky» (puc. 2.5).

r
3arpyska 3asepueHa. e e
-'y 3arpyska 3aseplweHa.
«.€Uub_tOpin_OnekcaHap .Cer us kidd.gov.ua
3arpyxeHo: 2.00KE3a 1cex.
3arpysum B: ...\Komnasieus_Opin_Onexcana...
CxopocTo nepenaum: 2.00 Kb/cex
L ﬁ
Ompoime [O'rxpurb Qarxy] D 3akpeiTe ]
|

Pucynox 2.5

Skmio Bu BukopuctoByere Opaysep «Mozilla Firefox», 3’saButhcs miaaorose BiKHO,
B SIKOMY He0OXigHO oOpatu «CoxpaHuth ¢aitiny ta HatucHyTH «OK» (puc. 2.6).

Boi cobupaerece oTkpeiTe pain
5K
sensrowmica cer File (2.0 KB)

3 http:// acskidd.gov.ua

_Opiii_Onexcangposmu.cer

Kax Firefox cnegyer o6pabotare ator daitn?
o

[7] Beinonmats aeTomatuecku ans ecex Gaiinoe aHHOMO THNA.

(e

Pucynok 2.6

Hani y BIKHI «3arpy3ku», Miclid 3aKiHUEHHS MPOIECY 3aBaHTaXEHHsS HEOOX1THO
oOpartu cBill cepTu(ikaT Ta HATHCHYBIIM IpaBy KHOIKY MHIII OOpaTH IYHKT MEHIO

«OTKpBITh ManKy ¢ hainom» (puc. 2.7).

i
@ 3arpysku T pm—— . ——
n KomnaHieus_tOpivi_Ong e
&8 20 K6 — acskidd.gov.ua Orkppite

OTkpbiTe nanky ¢ painom

Mepeiith Ha cTpaHnLy 3arpysku

Konupoeate ccuinky Ha 3arpysky

Boigenuts Bcé

| Yaanute uz cnucka
Bl

-

-

———

OuncTuTe cnucok
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Slkmo BU BUKOpHCTOBYeTe Opay3ep «Google Chromey, micis 3aBaHTaXeHHS

HEOOX1IHO HATHUCHYTH IPaBOIO0 KHOIKOIO MHUIII Ha 1IKOHKY Ta 00patu B MeHIo «lloka3aTs B
narnke» (puc. 2.8).
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Pucynok 2.8

3aBanTaxkeH1 ceprudikaTu (mianucy ta muppyBaHHA) HEOOXITHO CKOMIIOBATH J0
daitmoBoro cxosuina (3a 3amoBuyBaHHsIM «C:\My Certificates and CRLs 13») (puc. 2.9).
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Pucynok 2.9

OxpiMm ceptudikaTiB miAOUCYBayiB y (HailJloBOMY CXOBHINI 3HAXOASTHCS
TEXHOJIOTiYHI cepTH(iKaTH, IKI BUKOPUCTOBYIOTHCS NMpU MMQPpyBaHHI/po3mudpyBaHHi
(aiiniB, HaKJIaJaHH1/TIepEeBIPIIl MiMUCY TOIIO.

TexHosoriyH1 cepTudiKaTH KOMIIOIOTHCS 10 (GaiiioBOr0 CXOBHIIA aBTOMATUYHO T/
Yac 1HCTAJIAILIT TPOrpamu.

SIKII0 TeXHOJOTIvHI cepTUdIKaTH BiACYTHI y (aiIoBOMY CXOBHIII iX HEOOXiTHO
3aBaHTaXXUTH 3 BeO-caiity (posain Ceprudikaru ALICK) (puc. 2.10).
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B AdC A 5 JOBLTKOBHH
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AxpeToRaHl usrtp  |Lertpaner 20 B 0 800 501 007
cepTudikauii knwdis 100 3acEIAYYBAnEHWA opraH o i - b
oec
OCSP-cepsep R el (T

PHC}I’;IZ)K 2.10

Takox MOXHAa BHKOHATH aBTOMAaTHYHE 3aBaHTAKCHHSA YcCiX cepTudikaTiB 3a
JIOTIOMOTOI0 3alHUTy 10 cepBepy OOpoOKM 3amuTiB. 3amuT (QOPMYETHCS 3a JOTMOMOTOIO
ocobmcToro Kioda miamucyBada. s oTpuMaHHS TakeTy cepTH]iKaTiB HEOOXiTHO

oopatn miamyHkT «Otpumatu 3 L[CK...» B myHkti MeHio «Ceptudikatu ta CBC»
(puc. 2.11).
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; ﬂ Mepernag cepTMRIKaTs ¥
PIANOBOMY CHOBWLL

Mepernag CBC y palnosomy
CHOBMLL

HNopaTkoBo...
@ Mepeim po web-cafty LUCK. .

-
Pucynox 2.11

[Ticns 4woro Oyne BuBeaeHe nianoroBe BikHO (puc. 2.12). [lns mpomoBxeHHS
(dhopMyBaHHS 3alUTy HA ABTOMATHYHE 3aBaHTAKEHHS CepTU(PIKATIB HATUCHYTU «Jlami».
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Otpumanns Habopy ceprudikaris 3 LICK - ﬁ

OTtpumaTy cepTudikatu 3 LCK

(@ Yepes cepsep ofpofkm samutie LCK (HTTF)

l! [ Hani > ] [ Bigpita

Pucynoxk 2.12

[Ticast 9oro 3’sIBASETHCA 3aXUILEHUI POOOUHiA CTUI, B AIKOMY HeoOX11HO oOpaTn HKI
Ta BBECTH IapOJIb 3aXUCTY 0COOMCTOrO Kitoda (puc. 2.13).

i N\ 3axuuweHunin pobounn cTin
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3axuuieHun
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L cTin

Pucynok 2.13

[Ticist 3UMTyBaHHS OCOOMCTOro Kiroua Oyne BHBeaeHe BiKHO (puc. 2.14), B skoMy
HEOOX1JHO BKa3zaTU mapameTpu AocTymy 1o cepepa obpooku AILICK I APC (y momi
DNS-im’s Bkazatu — acskidd.gov.ua, B moxi TCP-nopt — 80).
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-

Crpvsanua sabopy ceptudikame 3 LICK - &J

Bignpaska 3anuty Ao cepeepa LICK

DMS+m'A ua IP-appeca cepeepa LICK: acskidd gov.ua J

TCPopT: 80

[C] Migeniouamien vepes proxy-cepeep |

Pucynok 2.14

[pu BigkpuTTi BikHa «3aBaHTaxkeHi ceprudikatny (puc. 2.15), HeoOximHO 30epertu
iX 10 pali;IOBOTO CXOBUIIA HATUCHYBIIM KHOMKY «Jla».

3aeanTaxeHi 3 CMP-cepeepa LLCK ceptudikatn:

Komnanieye KOpilt Onekcanaposuy

CMP-cepeep AkpeauTosaHuii ueHTp ceptudikauii knrodie 141 A0C
CMP-cepeep AkpeauToBaHnii LeHTp cepTudikauii knrodis I44 40C
OCSP-cepeep AkpeautosaHnii LeHTp ceptudikauil knrouis 141 A0C
AxpeauToBaHuii ueHTp ceptudikauii knrouis I44 40C

TSP-cepeep ALUCK A4 A®C

TSP-cepeep AUCK 144 Mingoxoaie

OCSP-cepeep LlenTpaneHuit 3acBigqyeansHuil oprat

TSP-cepeep AkpeanToeanunil LeHTp ceptudikauii knrovis 144 AMNC
LleHTpaneHWit 3acBigqyBanbHUIE oprax

ImnopTyeatn ix y daiinoee cxoeuile ceptudikatie?

Pucynok 2.15
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3. HanamryBanusa nporpamuoro 3ade3nedyennsi «IIT KopucryBau IICK-1»

Hna wanamtyBanas [I3 «IIT KopuctyBau LCK-1»  HeoOXiZHO BCTaHOBUTH
BianoBigHI mapamerpu (puc. 3.1 — 3.6).
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'l’-:}, OcofucTii Koy

JaBaHTEYEaTM BETOMETUYHD

H . .
ﬁ@_" PeecTpauis nopii

Pucynoxk 3.1

" -—— W m—— - i
Mapametpu poboTn Iﬁ

E Fafinoes CHOBMILE

;; Proxy-cepeep

gl
3 Proxy-cepeep
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i _g OCSP-cepeep
El |

;; | LDAPcepeep
_J|,<::i

i'&? CMP-cepeep

&
-r %, OcoBucTii Knioy

ﬁ _EECepmmiKam Ta CBC

Eﬂ: H PeecTpawna nogif

[ QK ][ BigmiHa ][SECTocyﬁam

Pucynok 3.2
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Pucynoxk 3.3
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MapameTpu pobotk ﬁ
"""V’E Palinose CXOBMLLE I OCSP-CE Be U.CK
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Proxy-cepeep
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i g OCSPcepsep TCPopT: 80
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i;'f-r? CMP-cepeep
o , OcoBucTvi Koy
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[ QK ][ Bigmina ][BEcmcyE:am

Pucynok 3.4
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Pucynoxk 3.5
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4. OcHoBHi pynkuii nporpamuoro 3adesnedenss «IIT Kopucrysau LHCK-1»

4.1 Ilinnucanua gpaniis

Jnsa naxnananus ELIl Ha enekTpoHHUN TOKYMEHT HEOOXITHO Y TOJIOBHOMY BiKHI
13 o6patu nmynkt «Iligmucaru daimmy» (puc. 4.1).

_
Kopucryeau ALICK [ JOC E= ™

—

: Painm  Ccobuctwid kniow  Cepmgikami Ta CEC Mapametpw  Honomora

@ AKPEATOBAHWA LIEHTP CEPTMMIKALIT KHOUIB
IHhopMaLidHO- A0BIAKOBOr0 AENAapTaMEHTyY JIOC

ObepiTb 3aBOaHHA...

. Manucam eakim = MNepesipum dafine
Migrmc dafnie Ha ocobucTomy =  [epesipra ELN Ha nignucariox
KIHOYEes! aifinax
L 3aumdgpysam palima — " Posumppysam daiinm

%E JAWMppYBaHHA DaAnis Ha =  FPoswwppysanHR

: OHOMO YA EKiNEKOX KOPWE .. SAMDPOEaHID halinis
MNepernaHy ™ CEpTUOIKaTH = MNepernasnym CBC

E Nepernan cepmdikaTs ¥ i MNepernsn CEC y maiinosomy
PIANOEOMY CHOBHLL CHOBWLL
NonaTkoBo...

@ MNepeiim oo web-caity LICK. .

.
Pucynok 4.1

A

[Ticnst yoro 3’sIBASETHCS 3aXUIEHUN POOOUHiA CTL, B AKOMY HeoOxiHo oopaTu HKI
Ta BBECTH MAPOJIb 3aXHUCTy 0coOmcToro kitoua (puc. 4.2).

i N\ 3axuuwenunin pobouni cTin

YT COOGRGTOND KINoA

Tt ok e gL LT
O PR BT 13 (S T R W

T
3axuuieHmi
poGouni
cTin

Pucynox 4.2
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[Ticist ycmimHOro 34MTyBaHHS MapoJi0 3aXHMCTy OCOOMCTOrO KJIo4a 3’SBIISETHCS
BikHO «Ilignuc daitniBy. Jns nomaBanHs (aimiB, sKi MNOTPeOyHOTh MiAMHCAHHS,
HATUCKAEMO KHOTKY «JlomaTiy Ta oOupaeMo po3rainryBanHs ¢aitry (puc. 4.3).

. Minnwc ¢painie

=]l Biaxite caitnu, Aki HeofxigHo MigMWCaTW Ta 383HaYTe ANA KoxHoro nopAgok sanwcy ELIN

IM'R painy ELN Cran Anropum nignne

4 | i b

ELM y soBHiwHEoMy daitni *.*p7s) Anropumm ELM: | OCTY 4145 Oopam... Buaanmima

. Braxit (33 HeofxigHicTiO) KETANor ANA 3aMMcy MignMCaHIK dainis u dainie = ELIN (*° p7s)

|:| BukopucToByBaTM OKpPEMUWIA KaTanor ANA MignWcaHVK daiinis u dainie 3 ELIN

@ [na nignwcy dainie HacTWcHITE kKHonky "Tigracam” Migracam

Pucynok 4.3

JonaBmm HeoOX1gHUM (Qail, BapTO 3BEpHYTH YyBary Ha NapaMmeTpu HaKJIaJaHHS
ELII, ockuibku 3a 3aMOBYYBaHHSAM IMporpama mianucye Qaitnu BHyTpimHiM ELIT Ta
pO3MIIIy€e MiANUCcani Gailii y ToMy ) KaTajio3i, B SIKOMY PO3MIIIYEThCS BUXITHUMN (haiii
(puc. 4.4). Hanmpukimag, skmio (aiis po3TanioBaHuii Ha poO0YOMY CTOJII, MiAMHCAHNN (haiii
OyJne 30epekeHni TakoK Ha poOoyomy ctoii. Bel mignucani gaiaum MarOTh pO3IMIUPEHHS
«p7S».

=]l Biaxite caitnu, Aki HeofxigHo NignMca™ Ta sasHauyTe ANA KoxHoro nopAaok sanucy ELIN

IM'R painy ELN Cran Anropum nignne
|=| CA\lUsers\HOpa“Desktop\Poryadok pdf BHyTpiluHii He nignicanui OCTY 4145
4 | i b

@Eun‘,’SDBHiLLIHbDM';' aini I_‘.'.p?a Anropumy ELM: | OCTY 4145 - [ Oogam... ] [ Buganum

. Braxit (33 HeofxigHicTio) KaTanor anA sanvcy NignucaHves dainie w gaitnie = ELN (7" p7s)

I |:| BukopucToByBa™M oKpeMUil KaTanor ANA NIANWCaHIX hainis wi dainis s ELIN I

@ [na nignwcy daitnie HacTWeHITE kHoniky "Migmcam” [ Bigmitia ] [ TMigrmcam

Pucynok 4.4




Hacranosa kopuctyBaua «IIT Kopucrysau LICK-1» -21-

[Iporpama fgae MOXIMBICTH OJHOYACHO MIANUCATH JEKiIbKa (aiimiB Ta oOpaTu
cnoci6 Haknananus ELIT nis kosxkHOTO (haitiry okpemo.

Hamnpuknan, nogano tpu daiinu, nBa 3 SskuxX HeoOXinHo mianmucatu 30BHIITHIM ELIT.
st upboro y BikHi «Ilignuc ¢aini» BuaiisieMo HeoOXiaH1 dainu Ta odupaemo «ELII y
30BHIIIHBOMY (haiiii.

4.2 IlepesBipka ELIIT

s nepesipku ELIT nHatuckaemo kuomnky «IlepeBiputu daiiam» (puc. 4.5).

_
Kopucrysau ALICK 1A A0C = | B [

- —

: Paiim  OcobucTwid kniow  Cepmugpikami ta CBC  Mapametpu  Oonomora

AI{PEJ],P‘ITDBAHHH LIEHTP CEPTHDIKALIT KNHOUIB
IHdopmMalinHo-A0BigKOEOrD AenapTaMeHdTy J1C

O6epiTb 3aBAAHHS. ..

Migrmmcana pain
Nigrwc chaitnis Ha ocofincTamy
KIHYEEi

Mepesipymi paina
Nepesipka ELIN Ha nigracarvec
ainax

]

_ L ™ Padmna —& ™ Paidine
%ﬁ 3alMDpYEaHHA DaAnis Ha = PoswwdpysaHHR
h OHOMD Y OEKINBKOX KOPKC... _ SANPpOBaHILE dalfnis
MepernaHym cepmadikam m Mepernanym CBC
g MNepernsg cepmidikaTtie y % Mepernag CEC y wainosamy
PalinosoMy CHOBALLI CHOBMLL

INonatkoBo...

& Depeitm po web-caiy LICK. .

|
Pucynox 4.5

(%

[Ticnst 9oro 3’SIBASETHCS 3aXUIEHUN POOOUHiA CTL, B AKOMY HeoOxinHo oopatu HKI
Ta BBECTH MapOJib 3aXHUCTy 0cooucToro kitoua (puc. 4.6).

i N\ 3axuuieHnin pobounia cTin

DTy COOGROTOND KIS

v = I
3axuueHun
| poGoumn

cTin

Pucynok 4.6
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VY Bikni «[lepeBipka migmucanux QanaiBy momaté mianucani dainu (daitmm 3
PO3IIMPEHHAM «.P7S») Ta HATUCHYTH KHOTIKY «IlepeBiputn» (puc. 4.7).

. lNepeBipka NiANMCaHWX gainis

Braxite daini, Aki HeoSxiaHo nepesipuTi

IM'R ity C1aH

| C:\Users\pa“DesktopPoryadok pdf p7s

[ Dogam.. | [ Buganum |

| Braxit (3a HeofxigHicTio) katanor anA sanucy daitnis Ges ELIN

[ BukopmcToByBaTH OKpEMMIt KaTanor

@ [lna nepesipki ©ainie HaCTCHITE KHonKy "Mepesipuma” BigmiHa ]I[ Mepegipuni ]I

Pucynox 4.7

Pesynbrat nepesipku ELIT 6yne BimoOpakeHO y 11boMy X BikHi (puc. 4.8).

=l PesyneTam nepesipky dainis

In'R chaitny Im'n eaitny Ges ELIN
|=| C\Users'f0pa'Deskdop Poryadok pdf p7s C:\Users\)(ba\Desktop\Poryadok.p
@ [na saeepweHHA HETMCHICTE KHonky " 3akpum” Zakpum
Pucynox 4.8

Jnsa  inenTudikamii aBTopa, HEOOXIJHO TOABIMHMM KJIIKOM MHMIIN BIAKPUTH
MOCHJIaHHS Ha mignucanuit daiin (puc. 4.9).
VY BikHi «[ligmucani maH1» MOXXHA TEPEVISIHYTH JeTaldbHy 1H(GOPMAIIIO PO
aBTOpa TIOKYMEHTA.
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@o;mBBHALlCKIﬂﬂﬂmC o= =

. Mepeeipka ninnucasmx gpainie

Peszynetami nepesipky dainis

IR mainy IM'R paitny Ges ELIN
=] C:\Users\10pa'\Desktop\Poryadok pdf p7s C:\Users\0pa'\Desktop'\Poryadok pd

Mianwcani aaxi

=
q; Manmcysau: Komnanieus Kpiin Onexcanpposid
a7}

Opranisawia Ta  IHpopmaliHo-gosiakoswi genaptament OPC
nigposaAin: YnpaseniHHA (UEHTP) cepTMgiKaLil Kniodis

SACTYMHMK HAYANEHWKA BiLiny

- AKpegMTOBEHWIA LEHTP cepTudikauil kntouis 100 OFPC

33B6CETBF721BSCEN40000007B20150028523400

- 01.04201509:3413

@ [eTansHa iHbopMaLis...

Pucynok 4.9

4.3 ludpyBanus paiiiis

VY 113 peanizoBano ¢yHKII0 KpuntorpapiyHOro 3axucTy iHdopMarlli numsxom ii
HAIpPAaBICHOTO MH(PYBaHHS, IO Ja€ 3MOTy MiAMHCYyBady 3ammupoByBaTH HEOOXiTHI
¢aiinu Ha cepTu(diKaT KOHKPETHOTO aapecara.

Hns mumdpysanas ¢daiimiB HeoOXigHO o0path y rojoBHOMY BikHI [I3 myHKT
«Bammdpysatu daitnm» (puc. 4.10).

: Paimn  Ocofwctwid kmoy  Cepmwgikaw TaCBC Mapamepw Donomora

AKPE}]VITDEAHVIH LIEHTP CEPTMMIKALIT KMHOYIB
IndopmaliFHo-goBigkoeoro genapramedTy JdC

Ob6epiTb 3aBAaHHA...
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Knio4es!
— 3aumoppysam @aing — = Posumeppysam gaiinu
%; 3aWwndpyBaHHA Dainis Ha =
; OAHOMD YW AEKINBKOX KOPHC.
Mepernasym cepTM@ikam = Mepernsasyma CBC
a Mepernan cepmugikatie y # MNepernan CBC y dafinosomy
DEANOEOMY CXOBMLLL CXOBMILL
NlonaTtkoso...

@ Nepeiim po web-cavmy LUCK...
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HacTtymHuM KpOKOM € TosiBa 3aXHIIEHOTO POoO0YOro CTONy, B SIKOMY HEOOXITHO
obparu 3’emuuit HKI Ta BBecTH mapoiib 3axucty ocoducToro kiroua (puc. 4.11).
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FuMTyREN CCOURCTOND Kisom -
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poGouuni
crin

Pucynok 4.11

VY HoBOoMy BikHI «3ammdpyBaHHs (ailiniBy NIANUCYBady HATAETHCS MOKIMBICTDH
0JIHOYACHO 3 mupyBaHHIM (HaiIiB JOAATKOBO ixX mianucatu (puc. 4.12).

D Braxite afnu, Ak HeofxaHo SaWwMppyBaT Ta ANA KOXKHOMD S33Ha4YTe HeoBxiaHICTE Mgy

IM'R spaiiny Mignucama Cran
= C\Users'pa'DesktopPoryadok pdf Tak He sawmpposaHmii
Hopatkoso niunwcara [ Oogam.. | [ Bugamum

. Braxite (3a HeofixigHiCTIO) KATANOr ANA 3aMMCY SELWDPOBaHIY dainie (" pre)

|:| BukopucToByBa™M DKpEMWIA KaTanor ANA SaWwWgpoBaHIK Paifnis

@ [ns sawwpysaHHA dalinis HACTMCHITE KHoMKY " 3awMdpysam” BigmiHa ] [3EILLIHEP-|3)'EEI'I1-| ]
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[Ticns HamamTyBaHHsI crioco0y muUGpyBaHHS HATUCKAEMO KHOMKY «3aimu@pyBaTu»
Ta y BikHI «CepTuikatu KOpUCTYyBauiB-OTPUMYBayiB» 00UpaeMo cepTu(dikaT oTpuMyBaya
abo ceptudikati AEKIIBKOX OTpuMyBauiB. PosmmdpyBatu Qaitn 3MOXKYyTh JHILE
BJIACHUKH cepTUdiKaTiB 00paHi y oMy BikHi (puc. 4.13).
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CepThudikaTH KOpHMCTYEaGUIB-OTPMMYEaJIB
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MudpyBanns QaiiniB 3aBepuIyeThCs MOSBOIO BikHA (pHC. 4.14) 13 3a3HaYEHHAM 1M s
3amugpoBanoro ¢aitry. Bei 3ammdpoBani daitinm MatoTh PO3MUPEHHS «.P7€»

JawwgpyBRaHHA painia

_I PeaynsTami saumppyean-s Gains

ba'm padiny
G| CM\Usen'\Mpa'\Desktop \Poryadok pdf

A SBURABDOSBHOND SEATT
C:\Uisers'\KOpa\Desktop [Ponyadok pdf p7e (2 £L)|
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4.4 PosmmmdpyBanns ¢aiiiiB

st po3mmdpyBanHs ¢aiiniB HeoOXigHO o0paTh y TojdoBHOMY BikHI [13 myHKT
«Posmmdpysaru ¢paitm» (puc. 4.15).

: Paiinv  Ocobucvid knioy  Cepmwikamt Ta CBC Mapametpn  Donomora

@ AKPEAWMTOBAHMA LIEHTP CEPTAMIKALIT KHOYIB
InihopMaLiMHO- ADBIAKOBOID AenapTaMeHTy J10C

Ob6epiTe 3aBAAHHA...

=5, Manucam gainm : Mepesipum paiima
e Migre daitnie Ha ocobucTomy = MNepesipka ELM Ha nigrmucanvex
KNoYesi afna

Jaumdpysam dadinu z Posumdppysam dadin
JaWNPpYBEHHA DaANIE Ha = Poswwepysaqya
0HOMD YW ASKINBKOX KOPKS... ZALMPPOEAHI Dafnis

NAHYTA CEPTMMRIKaTH Mepernasyma CBC
Mepernan cepmidikaTe ¥ H Mepernan CBC y gaitnosaomy
PAANOBOMY CXOBMLL CHOBMLL

NonatkoBo. ..
@ Nepeim go web-caitty LICK...

PI/ICYH4. 15

[Ticns mosiBM 3axMIeHoro pobodoro croiy, HeoOximHo obOpatu 3’emuHuii HKI Ta
BBECTH IapOJib 3aXUCTY OCOOUCTOro Kitoya (puc. 4.16).
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VY BikHiI «Po3mmdpyBanns 3amudpoBanux (aisiBy HEOOXITHO AOJATH HEOOX1THI
JOKYMEHTH Ta HAaTUCHYTH KHOTKY «Po3mudpysatu» (puc. 4.17).
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% KopWcTvea
til ROpMUCTYBaY

PozmmdpyeaHHa 2ammdgpoBaHMx dpainie

Braxime dafnu, Ak HeofdoHo POSWWDEYESTH

IM'R painy

Cran
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; Braxim (33 HeoGxigHICTIO) KaTanor ANA 3aMMCy POSWMDPOBaHI hainis
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@ [na poswWdpyBaHHA Gaiinis HECTMCHITE KHonky "'Poswwgppysam”
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®aiin MOKHA MEPETIIHYTH OAPa3y MiCist HOTO pO3IIH(pPyBaHHS.

BigmiHa ] [ Pozwnepyeami ]

-27-

VY BuUmaaky BiICYTHOCTI y MiAMMCYyBaya IMpaB JOCTYIY 10 3amudpoBaHoro Qaitmy

3’1BUTHCS BikHO «IloBimomieHHs onieparopy» (puc. 4.18).
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4.5 lleperasia ceprugikaris

Jlnst meperysimy cepTudikaTiB MO MICTATBCS Y (HaJIOBOMY CXOBHUIII HEOOXiTHO
oopatu mianyHKT «llepernsanytu cepTudikaTu» y TOJOBHOMY MEHIO a00 HATHUCHYTH
knasinry F10 (puc. 4.19).

Paitnn - OcofucTitknioy  Ceprudikami T2

CBC Mapametpu  Honomora

AKPE}],VITEIBAHVI;I LIEHTP CEPTUMIKALLIT KJIHOUIB
IndhopmalifHO- 40BIAKDBOIrO AgenapTameHTy JiC

O6epiTb 3aBAAHHA. ..

1, Mipmucam dadkin —! Mepesipuma gaina

7 Tiannc daiinis Ha ocobncTomy = Mepesipra ELMN na nigmicanin
Knioyesi DafAnax

1 ™ —t ™ dadn

%E JawnepyBaHHA dalinis Ha = PoswudpysaHHA
0AHOMO YW ABKINLKOX KOPWG. .. SAUNPPOBSHIE PEANE
MepernaHy ™ cEpTA@IKa™ m naHy™M CBC
g Mepernan cepTudikaTie y # Mepernan CBC y daiinosomy
PEANOSOMY CXOBMLLI CXOBMLL
Nonatkoso...

@ Mepeiim oo web-caitty LICK
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Pucynox 4.19

VY BikHi nepersaay ceptudikarie (puc. 4.20) MoxkHA TIEPETITHYTH, TIEPEBIPUTH Ta
BUJIAJIUTU OOpaHuil cepTudikar.

Ceptudikatm Mowyk 33 BracHUKom:
" KinexicTs: 29, Tn snachvKis: 53_, wopucTysaui LICK -
BracHuk LCK CepiliHmii Homep it

(55 Banauska Meca Banepiisha

(| Bosuerio Onexcannp Bacunsosus
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Ceptudikatu y BIKHI BIJOOpakalOThCs 3a THUINAMU BJIACHUKIB (THUI BJIacHUKA
00UpaETHCS y BEpXHINA YaCTHHI BIKHA):

— BCl cepTudikaTy;

— cepTudikaTh LHEHTPIB cepTUudIKallii KIouiB;
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— ceprudikatu cepsepi LICK;

— ceprtudikatu CMP-cepBepis;

— ceprtudikatu TSP-cepBepis;

— ceptudikatu OCSP-cepBepis;

— ceptudikatu kopucrysadiB [{CK.

Jlnst meperiisily AaHUX NpO BJIACHMKA cepTu(dikaTa HEOOXIHO HATUCHYTH Ha

BIJIMOBIAHOMY 3aIlyci Mpo cepTU(dIKAT y CHUCKY, MICasA 4oro OyayTh BiIOOpakeH1 JaHi
ceptudikara (puc. 4.21 ta 4.22).

Ceptudikar
8 PTG

LICK: ApeaNTOBaHWA LEHTP cepTudikauil kniovis 100 OPC
Kopuctysau: Komnanieus piin Onexcannposiy
Disicrwii: 5 31.03.2015 po 31.03.2017

Peectpauiénmia  33B6CE7BF721B3CED40000007820130028523400
HOMED:

Bucopuctanns  ELM, HecnpocToBHICTs y AEp#asHUX aNrOpMTMEX | NPOTOKONEX
KMoYIE:

@ OeTansHa indopmalia

Pucynox 4.21

CepTudikar
-} PTHD!

Mons cepmwpikara:

_;;JPeKBiame BNACHHKA O=IHbopMaLifHo-10BIAKOBWA dENapTa. .. -

_‘r;JPeKBiSMTM LICK O=IHbopmMaLiiHo-10BIAKOBWA deNapTa...

_;J PeccTpawiHwi HomMep 33B6CE7BF721BSCEQ4D000007B2013..

Eal Donameosi A BacHvka |
Appeca 04655, m. Kinis, nn. Mesiscera, 8 3
Tenegon (044) 2840012
Anpeca enexTpPOHHOI Mo csk2012@ukr net
Kop €0PN0Y 39384476
UPNim'A &

(S5l Crpok wnkHoeT ceprvikaTa
Cepmvdikat wiHHWit 3 31.03.2015 00:00:00
Cepmvdikat wirHmit 0o 31.03.2017 00:00:00

[EplCrpok gl ocoincToro kous
Yac BBEREHHA B 4D OC. KNioya 31.03.2015 00:00:00
Yac emeensHHA 5 o oc. kmova  31.03.2017 00:00:00

(el NapameTon siakputoro knoua %

Pexsiznm LICK:

Q=lHbopmaLiiHo-tosiakosni nenaptament JPC.OU=Ynpasniiua (LeHTp) ceprdikalil -
tenodis |00 OPC;CN=AxpeaMTosatulil LEHTP cepTvaikauil kniowis |00 OPC; Senal=UA-
39384476,C=UA L=Kiiie -
@ 3arankHa iHpopMaLIA. ..

Pucynox 4.22

Jlns BupmaneHHs cepTudikatiB 3 (GalIoBOTO CXOBHUINA HEOOXIAHO BIAMITUTH Y
criiucky (puc. 4.20) BiAMOBIAHI 3aITMCH Ta HATUCHYTH KHONIKY «Buganmutuy.

Jlnst mepeBipku ceptudikata HEOOXITHO BIAMITUTH BIAMOBIIHUN 3alUC PO
ceprudikar y cnucky Ta HatucHyTu KHOmKy «llepeBiputuy». IlepeBipka ceptudikara
3MIMCHIOETHCS  BIJAMOBIAHO JIO BCTAHOBJICHUX TMapaMeTpiB poOOTH Tporpamu, 3a




Hacranosa kopuctyBaua «IIT Kopucrysau LICK-1» -30-

nonomororo CBC uu OCSP-mpotokoiy. [losiBoto BikHa «llomyk Ta BU3HaYeHHS CTaTyCy
ceptudikatay (puc. 4.23) 3akiHUyeThCsl mepeBipka cepTudikara. JleranbHy iHpoOpmarlio
npo cepTuikaT MOKHA MEPersHyTH oOpaBiM MyHKT «CepTudikar.

| Ceptndgikatn MoLyK 33 ENacHIKOM:

Kinekicte: 29, nan enacrnkis: [
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[ lsaros Bauecnas IOpiiosmy

[ e if Npe CEpTURIKAT:
[u@J Komnariews K0pii DHEKCEIHD,D.:: I _QJ EnacHuk Komnarieus Kpi OnexkcaHaposmy
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EqlKpuaersco Coprin Bonoamarp... 5] PHeepusikarasiacp.  33BECB7BF721BSCE40000007B20130029523400
il Kywicosmin Onerccanap Onexe... " Knioya mpoT. posnoginy
vﬁj Kywhip Sxapiit Oneroswmy
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Jliist excriopty cepTrdikara 3 (HaioBOro CXOBHINA B iHIIIE Mictie (HOcii iHpopMartii
TOIIO), HEOOX1AHO HATUCHYTH «EKciopTyBaTh», Ta 00paTH 1HIIE MICIE pO3TALIYBaHHS.
4.6 Ileperasin CBC

Jst mepernsimy CBC HeoOximHo HatucHyTH MianmyHKT «[lepermsmaytn CBC» y
roJIOBHOMY MeHIO a0o HartucHytH kimapimy F11 (puc. 4.24). Bikao mepernsmy CBC
HaBezeHe Ha puc. 4.26.

4 Paimn  Ocobucwitkmiow  Cepmugikam 7a CBC Mapametp  Honomora

@ AKPEJIATOBAHMA LIEHTP CEPTUMIKALIT KIHOUIB
THhopMaLLifHO-A0BIAKOBOMO AenapTaMmeHTy JmC

ObepiTb 3aBAAHHA...

— = Miamscam padina — = MNepesipum daiimnm
4:-1/ Migrc daiinie Ha ocoBucTomMy = [Mepesipka ELM Ha nignucario
KMoYes chaiinax
__L ™ Painm ™ Qaiin
%% JEWMDPYEEHHA GEIANE Ha PoswwepysanHa
h OHOMO Y4 AEKINbKOX KOPKC. .. SAWMDPPOBAHVY Dainis

CEPTMRIKaTM
ﬂ Mepernan cepTudikaTis y
DEANOEOMY CXOBMLL

ocl } W1

NMepernawym CBC
Mepernag CBC y paitnosomy
CHOBMLLL

NopaTkoBo...
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Bikno neperisimy CBC no3Bossie immoptyBaTH, BunaisTi yu neperisgatu CBC,
110 3aBaHTAXEHI1 3 BEO-CaTy.

Camocriiino 3aBanTtaxuru CBC wmoxna y posgini «CIHCKM  BIIKIMKAHHX
cepTudiKaTiBy Beb-caiiTy (puc. 4.25) Ta IMIOPTYBATH [0 IPOrPAMH.

AKPEAMTOBAHWMMN .
ILEHTP CEPTU®DIKALLIT KJIIOUIB CJ/‘

IHOOPMALINHO-AOBIAKOBOIO AENMAPTAMEHTY A®C

& FonoBHa cTopikkal & KowTawkTu | @ HopmaTwBHa Gaza 01.04.2015 15:35:14
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KoHTakT-ueHTp IHdopMauiiHo-gosigkosoro genapramedty A®C 0 800 501 007

AKTyanbHO

Hosuun CNUCKM BigKNuKaHux cepTudikaTis "Mpo 3MiHy TexXHOMOFivHMX

ceptudikatis ALICK 140 A®C
Pernament pobotn

Tun [ata BHNYCKY Hactynumi Bunyck  |ALCK PH U L1 LE)

C i ALICK pernamMeHTHHX po6iT
epTudinat ALl AKpeanToBaHui
CNUCKH BiAKNMKAHNX Yactrosui(MonepeaHii) ?iggi%]'s 01.04.2015 16:38:40 tﬁ:}f;?ﬂd}mau" 5637
ceprudikarie T M
iHgoxoais
Nowyk ceprudikaris AKPEAUTOBAHMIA I )EenEn
u pTUch YacTkosHi ?:01?1%10615 01.04.2015 16:14:46 |ueHTp cepmudikauii (5636 _l { ‘_) ‘_-)

kntodis 100 A0C

PeecTpayia KOpPHCTYBadiB

©) (=] &[] (=)

AKpeaNTOBAHKI

MoBHKEA igul_jlitéls 04.04.2015 12:14:46 |ueHTp cepmudikauii [55D3
Nporpamue 3abesneyenHa T kntouie 100 AdC ‘1.. 2 TE
PeEERT \ A THZOFMATIIHHO-
- - .03, . L A (OBITKOBHH
BRoKkyBaHHA, NOHOBNEHHS, YacTkosui(Monepentiit) gggg?ﬁ]‘s 28.03.2015 11:58:34 |ueHTp cepTuibikauii 5502 IETL—\P?-L\[SH"I’J#(‘
CKacyBaHHA cepTudikaTis reE knwouie 140 ANC S -~
AKpeaUTOBAHKIA U 8'_"_] :\U_l '_"_)7

- 26.03.2015 e UeHTp cepTudikauii
MoBHKIA 21:38:40 02.04.2015 21:38:40 Kntouis LT, 55AC

MiHanxanis
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st imnopty CBC 1o ¢ainoBoro cxoBuilia HEOOX1IHO HATUCHYTH «IMIOpTyBaTH»
Ta 00patu nonepenHbo 3aBaHTaxkennii CBC.

Jns mepernsny CBC HeoOXiHO HAaTHCHYTH Ha BiamoBigHomy 3amuci npo CBC y
criucky (puc. 4.26-4.28).

Cnmckm BIOKNMKAHMX cepTUgIKaTIE
KinekicTs: 8

LICK CepifiHwid Hom ...  Yac dopmyBaHHA

E ApemMTOBEHMA LEHTP cepTudikau knovis |0 ONC 3243 18.03.2014 13:58:34
E ArpeMTOEEHWA LEHTD cepTadgikaul knovie [0 ONC 3ET 12.03.2014 15:58:34
| AxpenMToBaHWIA LEHTD cepTudikaul knovis |00 OPC 5630 01.04. 2015 08:14:46
|§_| ApemMTOBEHMIA LEHTP cepTudikaul knovis |0 OFC 5hD3 28.03.201512:14:46
E ArpeaMToBaHWA LeHTD cepmadikaul knouie [0 Mingoxo gie 5621 31.03.2015 16:38:40
E ApemTOBaHMA LEHTP cepTudikaul kniovis |0 Misgoaogs BRAC 26.03.2015 21:38:40
E LeHTpaneHi 33cEiodyEaNEHWA opraH 01.04.2015 08:53:16
E LleHTpaneHWiA SaceinYyBanEHWIA opran 27.03.2015 23:53:16

Pucynox 4.26
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CnycoK BIOKNMKaHVX cepTwdgiKaTis

AkpeToBaHnil LeHTp cepTdikau knouis |00 OFC

5630

01.04.2015 05:14.
Hactymrd - 01.04.2015 0714

JIngs BMKOPUCTaHHA Y AEPXEEHVI aNMOPUTMEN | NPOTOKO Nax

(] (7] (=] () [ [ ] L 5
fo o ha R Po ho o R B

@ JeTancHa iHpopmalin j

Pucynok 4.27

CnncoK BiOKNWKaHMX cepTudikaTie

3arancHa HpopMaLin:

Pexsizuma LICK O =lHpopraviiiHo-gosiakosuia genapTa...
Yac dopmyBaHHA 01.04.2015 03:14:46
Yac HacTynHor o opMYyBaHHA 01.04.201510:14:46

PH 5630

lpeHmagikaTop sigkputoro k... 33BECB VB F7 21 BSCEEEE3DE 2E...

[ES1 I =T e cermn

CrnvcoK Bi AKNMKSHWX CEpTWDIKaTIE:

A3BECBTVBF721BSCED40000000... 31.03.201518:23:.06  BrokyeaHHA
33B6CBVBF721BSCED4000000D... 31.03.201518:23:06  BnowysaHHA
J3BRCBYBF721BSCED4DD000011... 3103.201518:08.16  BrokysaHHa
J3BECBVBF721BSCED400000011... 31.02.201518:08.16  BrokysaHHA
J3BECBVBF721BSCED4000000EA.. 31.03.201517:36:24  BnowysaHHA
A3BECBYBF721BSCED4000000EA.. 31.03.201517:.36:24  BrokysaHHa
J3BECBVBF721B9CED40000000F... 31.02.201517:.05:41 BrokysaHHA
Pexsiznm LICK:

O=lnpoprauiiHo-gosigkoemni genaptamedt OPC.0U=YnpaeniiHa (usHTp) cepmidikaui

knwouie 10 09PC,CN="xpe gTosaHnit LeHTp cepTudikauil knodis |10
OFC; Seral=UA-35384476,C=UA L=Kiis

(] (7] (7] (][] [ [ []) 5
Fo i ha ho P P R P

@ 3arancHa iHPopMaLA...

Pucynox 4.28

Hns Bunmanennst ¢aiiny CBC 3 ¢aiiyioBoro cxoBHIlla HEOOXITHO BIIMITHUTH
BianoBigHuM 3anuc nmpo CBC y cnucky Ta HATUCHYTH KHOMIKY «Bumamutu.
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5. NonaTkosi ¢pynkuii nporpamuoro 3adesnedenss «II'T Kopucrysau HHCK-1»
5.1 I'enepanist 0c00OMCTOrO KJIK0O4Ya

Jlna reHepallii 0coOMCTOro Kitoya HEOOXITHO oOpaTh MIAMYHKT «3reHepyBaTH
KITI04i» B IyHKTI MeHI0 «Ocoductuii kimod» (puc 5.1).

— —
Kopuetysau ALCK 111 1OC . - S | B ||
4 Painn  OcoBucwit kmioy  Cepmugikamt ta CBC - Mapametpn  Honomora
@ Al 3uuTat... Ctrl+K
H MepernanyTn BnacHnid cepTudikat
06 I 3reHepyBaTh KNt I
!
PesepeHe konitoBaHHA ccoBucToro KkoYa 3
E 3MIHWUTH Naponk 3aXMCTy ocoBUCToro Kkoua
SHULMTK oCoBUCTWIl KNHOY HE HOCIEBT KNHOYOBOT IHGopMaLi
= 3TepTv ocoBUCTHIA KNKOY 3 NamM'ATI Nporpammn F12
cepTapiKam o Mepernavym CBC
g Mepernaa cepmikate y % Mepernag CBC y painosomy
P NosoMY CXOBMLL CXOBMLL
NonatkoBo_

@ Mepeit ao web-caitty LICK..

Pucynok 5.1

VY BIKHI TeHepalli KIo4iB HEOOXITHO BCTAaHOBUTH mapaMmeTp «BukopuctoByBatu
OKpPEMHUM KJII0Y JIJI1 MPOTOKOIY PO3MOALTY», IPU LIbOMY Oyje 3T€HEepOBaHO /Bl KIHOYOBI
napv, oJHa 3 SIKUX Oy/Je BHKOPHUCTOBYBAaTHCH JJIA MIAMHCAHHS NaHUX, a JApyra (K4
MPOTOKOIY PO3NOALTY) Oy/i€e BAKOPUCTOBYBATHUCH JIJISl IIM(PPYBAHHS TaHUX.

Jlns mpoNOBXKEHHS TEHepallii Ki4a HEOOXITHO HATUCHYTH KHOMKY «Jlami»
(puc 5.2).
[eHepauis Kno4is - @

NeHepauin kno4ie

Twin KpWNTOrpagivHKLE SNFOPMTMIE T NPOTOKONIE:

[J]CTY 4145-2002 Ta Ouopai-NenmaH & rp. Touok EK v]
| BuiopHcTOEYESTW OKPEMUIA KNG ANA NpoToKony posnoainy I

Knwoui ELLM: Knioui npoTokony posnominy:

la Dalny napameTpis v] ’3 fafiny napameTpis v]

Micug po3mMillEHHA NBPEMETRIB (KATanor, 3 EMHWA YA ONTAYHWA AMCK):

C:"Program Files\Institute of Infarmational TechnologiesCerificate A+

[ Hani > ] [ Bigmina

Pucynok 5.2




Hacranosa kopuctyBaua «IIT Kopucrysau LICK-1» -34-

[Ticnst mosiBM 3aXMIEHOrO0 PoOOUYOTo CTOMY, HEOOX1AHO oOpaTH 3’€MHHUN HOCIH, Ha
KW OyJie 3aIMCcaHo0 OCOOMCTHI KITIOY, BBECTH MApOJIb 3aXUCTY JIO0 HBOTO Ta HATHCHYTH
KHONIKY «3anucarn» (puc.5.3).

3anuc ocobucToro Knwouya

BcTaHoBi b HOCHI KMoYoBo! iIHPOPMALIT WA Ni AKMOYI T
v KPUNTOrpadiuHwiA MOAYNL Ta BKaXI Th NapameTpv

=’

3 EMHAN BACK
— Tun:  s'emHal mick
= F\

e G\
e ONTUYHMIA pCK
s e xmoy IT Anmas-1K MNepesanucyemuit, He noTpebye
”T <4 exnoy |IT Kpucran-1 38TeHTUPIKALI

Hasea: G\

4 e xmou lIT Kpucran-1 (Hociin)

3axu I_u.eH “ ﬁ # ®afnosa cuctema (katanoru cuctemi)

® Paitnosa cucTema (KaTanoru KopucTysaua)

posoq n ﬁ G® exnou Aladdin e Token (PKCS#11)

N ¥ exnoy w cmMapT«apTa AsTop (PKCS#11)
CT'J‘I p# exnioy w c.«apta G&D SafeSign (PKCS#11)
G# exmoy SafeNet iKey (PKCS#11)

0] Zonowora |

Pucynok 5.3

OobuaBa ocobuctux Kiouya (IS mManucy Ta MUQPpyBaHHS) OyAyTh 3amHcaHi y
BUTJISII OTHOTO (haiimy ocobucToro kiroda — Key-6.dat.

[Ticns 3amucy 0COOMCTOTO KiIF04Ya Ha 3’€MHUN HOCIM OyJie BUBEJIEHO BMICT 3allUTy
Ha ¢opmyBaHHs ceprudikara 3 Bimkputum kirodem EIIT ta 3amuty Ha dopmyBaHHS
ceptudikara 3 BIJKPUTUM KIIIOYEM MPOTOKOIY po3nonaury. Jjis mpoaoBKeHHs reHepartii
HaTrckaeMo kHonky «OK» (puc. 5.4, 5.5).

3anu'rHa¢opMyBaHm £ | |

? 'y 3anuT Ha pOpMyBaHHA cEpTUdIKaTa

Mona sanury:

\"J‘J PexBiznT 3aREHAKE BIOCYTHI

) Donarxosi naxi siacymi

I Tun sarsvka He BrazaHan
ElCTpok wikHoET cepTMdikaTa Bi...

‘ElCTpok aif ocoBicToro Knioua ..

‘Bl Mapametpm sigkpuToro knoua

Tun kniova OCTY 41452002
Oosxura kniova 264 Girfz)
Biakprmai rniod GBCCECA7E3ICB4E36B3I365859 ..

laeHmepikatop BigkpuToro kniowa  E2 53 E0 6121 FFBAB1 6055 FB 34 F.
] Yrourete MpMasHENEHHA KIKYE ..
3] 3aniT camonionmcanmii

py— =D
Pucynok 5.4
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3anwT Ha GopMyEaHHA CEPTUGIKATE 3 BIGKPUTUM KNHGHEM NPOTOKOAY POSNOL.m @

? 'y 3anuT Ha hopMyBaHHA cepTWUdgIKaTa

Mona sanury:

5] Dopameosi pari sincyTHi
5 Tun sareruka

Twn kniova
OoexwHa kniova
Bigicprmian kmioy

2] 3ammT camonignncanii

ﬁiﬁJ Pereiznmi sansHuKa sincy i

He srasanmit

“io‘J CTpoK YAHHOCT CepTMdiKaTa Bi...
t'io‘J Crpok gjii ocoBWCTOro KNHua Bi...
|| | GlNapametou siakprroro knioua

OCTY 4145-2002
432 gim(a)

IF4653E1 T3ITBAEF4 TE2EBESFF .
loeHmMpikaTop BigkpuToro knioua ES 0767 EC 940338 77 B2 E4 BC 4E ..
5] YTourHEHE MPMSHENEHHA KNS ..

& Dovevsamm...

Pucynox 5.5

Jns mepenaul 3anutiB Ha ¢opMmyBaHHS mnocwieHux ceptudikarie  jgo [CK
HeoOX11HO 30epertu ix y daitn (puc. 5.6). s 1boro BCTaHOBUTH NapameTp «30epertu y

(aiim» Ta HATUCHYTH KHONIKY «/Jlami».

[enepauia KioMis — - ﬁ
]
3anuTu Ha opmMmyBaHHA cepTudikaTis
E- 26eper™ y dain j
() Bianpaeuma sacoBamu enexTpoHHol nowma ao LICK
|
[ < Hasan l Dani > ] [ Biamina ]
Pucynok 5.6

3anuTy NOBUHHI OyTH 3amucaHi Ha HOCIM 1HGOpMaIl Yi Ha KOPCTKUM auck. Jlis
IILOTO HEOOXITHO HATUCHYTH KHOMKY «3MiHHTH» (pHC. 5.7) Ta BKa3aTu HEOOXiTHUIA HOCIH
iH(popMarlii Ta iM’s 3aNUTIB HA (POpMyBaHHS cepTU(IKATIB y (aiii.
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f N
leHepauia knrodis —— - 53

3anuTtu Ha opmyBaHHA cepTudikaTis

IM°R chafiny anA sanucy sanuTy S sigoamm Knoues ELN:

C:A\My Certificates and CRLs 13\EU-6F16FDE0.p10

IM'R aliny ANA SAMKCY SaNMTY 3 BIOKPMTHM KNYEM NPOTOKONY pO3nom)

my:
C:\My Certfficates and CRLs 13\ELFKEP-AB185300|p10

| < Hazan | | Biamina

Pucynok 5.7

A VYBara! Jns kopektHoi iaeHTH(}iIKaIil 3anuTiB 3 BiakputuM kitoueM EILIIT Ta
MPOTOKOJIOM  PO3MOJUTY KOpuUCTyBada (aiin 3anuty Ha (GOpMYBaHHS
cepTudikata TMOBHHEH OOOB’SI3KOBO 30€piraTuch 3 IM’sIM y HACTYIHOMY
dbopmari:
«IIB EU-XXXXXXXX.p10» ta «I[IIBb EU-KEPXXXXXXXX.p10», me:
[1Ib — mpi3BuIe iM’st 0 6ATHKOBI MIAMKMCYBaYa;
EU-XXXXXXXX.pl0 Ta EU-KEP-XXXXXXXX.p10 — yHikanbHe iM’s (aitry
3amuTy, 1m0 (HOPMYETHCSI MTPOTPaMHUM 3a0€3MEUCHHSIM 3a 3aMOBUYBAaHHSM Ta
MOBUHHO 3aJIMIIATUCH O€3 3MIH.

Hamnpuknan: Komnaniens FOpiii Onexcanaposuy EU-69PHOS9IW.p10;
Komnanieus IOpiii Onexcanaposnuy EU-KEP-KB50S67Z.p10.

Jlnis1 3aBepIIeHHSI TeHepailii HeoOXiIHO HATHCHYTH KHOTIKY «3aBepmuty (puc. 5.8).

- W —-— = 3 e

F
lenepauia krosis

MeHepauilo knoviB 3aBeplleHo

Pucynok 5.8
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[Ticas uporo, 3amuTH pa3oM 3 KOMIUIEKTOM PEECTPALiHUX JOKYMEHTIB MOXYTb
Oyt nepenani 10 nyHkTy peectpauii kopuctyBauis ALICK [JJJ APC ans dopmyBaHHS

MOCUJICHUX CePTU(]IKATIB.

5.2 3unTyBaHHS 0COOMCTOrO KJIKH0Ya

Just pobotu 3 OutbmiicTio (yHKHiM (3axuct dainie Ta iH.) [I3 morpedye

IMOTNICPCAHBOI'O 3YUTYBAHHA 0COOHCTOTO KJIF0Ya HiI[l'II/ICYBa‘Ia.

[HimifOBaHHS 3YMTYBaHHS OCOOMCTOrO KJIFOYa MOKE€ OyTH BHKOHAHO aBTOMATHUYHO
npu BUOOPI MEBHOT (PYHKIIT mporpaMu abo MIISXOM BUOOpY MIAMYHKTY «3YMTATH ...» B
OyHKTI MeHIO «OcoOHCTHI KITI0Y» ab0 NMUIIXOM HaTHCKaHHS kKomOinamii kiasim Ctrl+K

(puc. 5.9).

-

-
I8l Kopuerysay ALCK 1AA AOC = | E |
Paitnv  OcoBuctwit kniow  Ceprugika 1@ CBC Mapameton Honomora
[] All 3unTat... I Ctrl+K
IH MepernaHyTH BNacHWA cepTndikat
06 3reHEpYEaTH KNHYi
l
PesepeHe KoNiroBaHHA ocoBucToro Knoua »
E 3MIHWTK Napob 3axKcTy ocoBrcToro Kno4a
SHALLMTH oCoBMCTHIA KNHOY HA HOCIEBT KNHOHOBOT IHDopMaLi
= - . -
B 31epTi ocoGrCTMil KNKOY 3 Nam'ATI Nporpamn F12
MNepernsHym cepmdikam = Nepernsym CBC
E’ MNepernag cepmigikaTie y % Mepernag CBC y painosomy
PEANOEOMY CHOBHLL CHOBMLLL

e

[NopnaTKkoBO...

& Depeim o web-cairy LICK...

[Ticas mosiBM 3axuIieHoro poodoyoro ctoiy (puc. 5.10), HeoOXigHO 00paTH 3’ €MHUIMA

Pucynok 5.9

HKI, BBecTH naposib 3aXUCTy OCOOMCTOTO KIt0Ua T4 HATUCHYTH KHOMKY «3YUTaTH

I
3axuLeHnin

pobouni
cTin

3‘IIITYBEIIIH$| ocobucToro Kmoya

BeraHosiTe HOCIH KIYOBOT iHPOPMaLIT Y NiAKMOYITE
% KDWNTOrPaPivHWiA MOAYNE Ta BKAXiTh NapamMeTpy

= [HOpMaLIA NP HOCIA:

(e ORI I7

& cmapT+apTa BIFIT Integra 1.0

<= exnoy BIFIT i Token

s e oy 1T Anmas-1K

o e xnoy IT Kpuetan-1

s gxnod IT Kpuetan-1 {Hocii)

G Gaiinoss cvcTema (KaTanori cucTemir)

¥ MalinoBsa CUCTEMS (ATANorw KOpUCTYBEYa)
= kpunTomod. I T Mpraa-301

¢ e.xnod Aladdin e Token (PKCSH11)

G en04 wn omapTHcapTa AsTop (PKCSEH11)
G e xios un c.+apta G&D SafeSign (PKCSH#11)
e exno4 SafeMet iKey (PKCSH11) f_.;\ [oHOBMTA.

Pucynok 5.10
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-38-

[adopmartis mpo Te, Mo 0cOOMCTHIA KITFOY 3YMTAHUIN Ta 3HaXO0AUThCs B am sati [1K
BIZIOOpaXKAETHCS Y MaHeli cTaHy BikHa (puc. 5.11).

-
Kopucrysay ALLCK [ A@C

o) S |

Painn OcobrcTii Knroy

Cepmagikam Ta CBC  Mapametp  onomora

[ O’j AI{PEﬂMTDBAHMH LLEHTP CEPTHMMIKALIT KNHOUIB
& IHthopHMaUifHO-A0BIAKOBOrD AenapTaMeHTy J1iC

!

ObepiTb 3aBAAHHA. ..

Migrmcana gadim
Mignuc tainis Ha ocoBucTomy
KIHOYES]

MNepesipum daiima
MNepesipka ELM Ha nignucaHve
pafinE

@ MNepeimt oo web-caity LICK. .

| ¥ Ocofwcmit kniou suntano

L JawmMppysam oaine — " Posumwppysam paiina
%E 3aWwmbpyEaHHA GaANIE Ha = FoswwdpysaHHa
’ 00HOMD Y4 EKINEKOX KOPIC... SAWMPPOEIHVX PIANIE
NMepernaHy cepTmiKama & MNepernaswym CBC
ﬁ MNepernag cepmidikaTe y 2 Mepernag CBC y galinosomy
PAANOEOMY CHOBMLLL CXOBMLLI
NopnaTkoBO. ..

Pucynok 5.11

5.3 3miHa mapoJIIo 3aXMCTY 0COOMCTOr0 KJII0Ya

JUist 3MIHM TIApOJI0 3aXMCTY OCOOMCTOrO Kitoya HEOOXiJHO 00paTd MiAMyHKT

«3MIHUTH nmapoJjib  3aXHCTy O0COOMCTOTO  KJTFOUay y HYHKTi MCHIO

ko (puc. 5.12).

r
Kopucrysay ALLCK 104 A©C

PN

¢ Fainn

Ocofuctwit kmoy  Cepmudiikama Ta CBC - Mapametpn Oonomora

&

JuuTaTH...

MepernaHyTh BNacHWI cepTudikat

06

3reHepyBaTh KU

Ctri+K

PesepeHe KoNiHOBAHHA ocoBUCTOrD KAKOYA

3(: 3MIHWTH Napofe 3axMcTy ocoBucToro Knroya

>

SHAWMTH cCoBUCTHIA KIKY HE HOCIEB] KNHOMOBCT IHGopMaLi

3TepTi ocoBUCTHA KIKOY 3 Nam'ATI Nporpamm F12

Mepernavym cepmagikam

g NepernAn cepTMDIKaTE ¥

DARN0B0MY CXOBMLLL

H
¥
H

Nepernswyma CBC
Mepernan CBC y painosomy

CHOBMLL

NonaTkoBO. ..

&) Mepeitm oo web-caity LICK...

Pucynok 5.12

«Ocobucrtui
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[Ticis mosiBM 3aXUIIEHOTO pobodoro croiy (puc. 5.13), HeoOXiTHO BKa3aTH:

— tun HKI;

— Ha3BY HOCIS;

— TapOJIb 3aXUCTY OCOOMCTOrO KIII0Ya;

— HOBHWH MapoJib 3aXKCTy 0COOMCTOTO KII0Ya (3 MIATBEPIKEHHSIM ).

3miHa napona JocTyny

Bcranosits HociH Kmouosoi iHpopMaLl WA NiAcmoyi s
%, KDWNTOrPSPiYHWA MOAYNE T3 BKEXi Th NapameTpd

S rHyuKnid K = IHpopmania Npo HOCIH:

rHUE DuaCK

= cwapT+apTta BIFIT Integrs 1.0

48 exmod BIFIT iToken

4 exmoy T Anmas-1K
”T <= exnod |IT Kpyeran-1

- 4= exniod | T Kpuetan-1 (Hocii)
3ax“ I_Lle HUN U dainoBa cucTeMa (kaTanork cucTtemn)
. U $afnoBa cucTeMa (KaTanori KopucTysaya)
po 60‘-' “ “ st wpunTomon. 1T MpAna-301
- G exnioy Aladdin eToken (PKCS#11)

CTIin ¥ ekniod w1 cMapTHapTa Astop (FKCSH11)

Pucynok 5.13

5.4 3uniieHHs 0COOMCTOr0 KJIYAa HA HOCIEBI

-390-

JIns 3HUIIEHHS OCOOMCTOrO Kitouya HEOOXIHO o0paTu MIANYHKT «3HUIIUTH
OCOOHMCTHUH KJIIOY Ha HOCI€BI KIIFOUOBOT 1H(MOpMAaIIii» B MyHKTI MEHIO «OCOOUCTUI KITHOU»

(puc. 5.14).

-

B4 Kopurcrysay ALCK LA/ A0C =apey X

Faiinn  Ocobuctwit knoy  Cepmudpikama Ta CBC - Mapametp  Oonomora

@ Al 34KTaTH... Ctrl+K
IH MepernaHyTh BENacHW cepTudikar

3reHepyBaTH KIHOYI

06

PesepeHe KoNIFOBAHHA cCoBMCTOrO KAKOYA 4

3MIHWTH Napoak 3aXMCTY ocoBUCToro KakYa

< EHHLLI,HTH oCcoBWCTHIA KNHOY HA HOCIEE! KNHOYOBLT IHdopmMaLyi -]

Kl

L.

3TepTH 0COBWCTVIA KXY 3 NaM'ATI Nporpamm F12
MepernaHym cepmaikam 5 I'lqﬂ'mw CBC
ﬁ MNepernan cepmagikaTs y i Mepernag CBC y gainosamy
Il PAANCEOMY CHOBMLLI CXOBMLL
NonaTkoBO...

@ MNepeim gp web-cafty LICK. .

]
Pucynok 5.14
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[Ticast mosiBM 3aXUIIEHOTO poOOYOro CTOMy HEeoOXigHO BkazaTu Tum Ta Ha3By HKI,
BBECTH  MapoJib  3aXUCTy  OCOOMCTOr0  KJIo4Ya Ta  HATHCHYTH  KHOIIKY
«3aumuTI» (puc. 5.15).

3HIIII|6HH$I ocobuctoro Kimo4ya
Bcranosite Hocii KmoYosol iHPopMaLil W Ni KoY Th
% KPMOTOrPa@ivHWiA MOAYNb Ta BKaXiTh NapamMeTpH
THYHKMA QMCK B — Ihdopmauia npo Hoci:

3'EMHMA AncK

R e
& cmapT+apTa BIFIT Integra 1.0
”T s e xnod BIFIT iToken

aa e xmod |IT Anmas-1K

3axuuleHmn <= oo T Kpwcran

. s e wniod |IT Kpuetan-1 (Hocii)
po 6 0 LI “ “ ¥ aiinosa cueTema {KaTtanoru cucTemu)
. ¥ DaAnoBa CMCTEMA (KaTaNorM KopMCTYBaYa)

e kpunTomod. 1T Mpaga-301

CTI” Gp# exmoy Mladdin e Token (PKCSH1)
p# exmou un cmapT+apTa AeTop (FKCSH11T)
p# &Koy ui ¢«apTa GAD SafeSign (PKCS#11)
G e xmiou SafeNet ikey (PKCSH11) S Motosrm...

D G|

Pucynok 5.15
5.5 3aumenns ocooucroro Kiao4da 3 nam’qati IIK

[Iporpama mnepenbdayae MOMXIMBICTh 3HMILEHHS ocoOucToro kirouda 3 mam’ st 1K
TICJIS KOXKHOT orepairii. JIJisi BCTaHOBJICHHS 3a3HAa4eHO1 OMIlli HE0OX1JHO 00paTH mapaMeTp
«3TUpaTH Micig KOXKHOI omeparii» MIANYHKTY «3THUpaHHS OCOOMCTOrO KJto4a 3 IaM siTi
nporpamm» MyHKTy MeHIo «I[lapamerpu».

[ Kopucrysau ALICK I 10C = | B e
: Paiimn  OcoBucait kniow  Cepridiamn Ta CBC - Mapametpu  Jonomora | |
@ AKPEJMTOBAHMA LIEHTP CEPTHMIKA Beranosura... Chrl+P
IndopmauiiHo-40BiAKOBOrO genapri
Mepeiitn B pexam off-line (He ezaemoaist 3 LLCK) Ctrl+ 0
06 . @ﬁ 0CoBNCTErD KNHYa 3 nam'ATi ”F'UFED K] v 3tnpatv nicna koxHoi onepauii Ctl+R 3
€pITE 3aBAAHHA. .. ‘ He stnpati nicna koxHo! cnepawyi Ctrl+N
— =~ Mianucam oain — = MNepesipum dbaini
2 [liamic dainis Ha ocofucTomy = Mepesipra ELM Ha nigmmcain
KMioyesi ainax
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NonaTtkoBo_
@ Nepeiim no web-caity LICK..
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Pucynok 5.16

ko HeoOX1THO 3HMIMUTU KJIIOY 3 TaM ATi HE BUXOISYH 3 IPOrpaMu HEOOXiTHO
oOpaTé MYHKT «3HUIIUTH OCOOUCTHN KIFOY 3 TaM ATi MpOorpamMu» B MEHIO MPOTrpaMu
«OcobucTuii Krou» ado HaTHCHYTH Kiaimry F12 (puc. 5.17).
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Pucynox 5.17

5.6 Pe3epBHe KOMiIOBAHHS 0COOMCTOI0 KJIKYA 3 HOCISI KJIH0Ya HA HOCIH

Jlmst pe3epBHOTO KOmitoBaHHSA ocobOuctoro kmoua 3 omHoro HKI wa iHmmid
HE0OXiTHO oOpaTH MAMYHKT «Pe3epBHE KOMFOBaHHS 0COOMCTOrO KIII04Ya» B MYHKTI MEHIO
«OcoOuCTHIA KITFOW» Ta BCTAHOBUTH ITapaMeTp «3 HOCIS KiIFo4a Ha Hocii» (puc. 5.18).

)
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L] . . 3 dhaiina Ha Hocil
SHULLMTH ocoBMCTHI KNKOY HA HociEBl kNtovoBoT iHGopmMadii
,%_: 3TepTh ocoBUCTHIA KNKOY 3 NamM'ATI Nporpami F12
i ||
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Pucynok 5.18

[Ticnst mosiBU 3axuieHoro pododoro ctojly HeoOxigHO oOpatu 3’emHuit HKI, 3
SIKOT0 Oy/Jie 3HsATa KOIIisl, Ta BBECTH MApOJIb 3aXUCTy 0coOucToro kimoua (puc. 5.19).
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Jami, nHeooximuo obpatu 3’emuuit HKI, Ha sxuii Oyae 3amucaHa Koriss 0COOMCTOTO
KJII0Ya Ta BBECTH MapoJib 3aXHUCTY J10 HhOro (puc. 5.20).

3anuc ocobucToro knwoua
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5.7 Pe3epBHe KOMiIOBAHHS 0COOMCTOr0 KJIHOYA 3 HOCISI KiIK04Ya y aiin

Jnst pesepBHOTO KomitoBaHHsI ocobuctoro kimoua 3 HKI Ha sxopctkmit auck TTK
HEO0OX1AHO o0paTu MiAMYHKT «Pe3epBHE KOMIIOBAaHHS OCOOMCTOTO KJIHOYa» MYyHKTY MEHIO
«OcobucThii KIToY» Ta 00paTh mapaMeTp «3 HOCIS KJIrova Ha Hocii» (puc. 5.21).
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[Ticnss mosiBU 3aXHUIEHOTO poOoUYoro cToily HeoOxigHo obpatu 3’emuuii HKI, 3
SIKOTO OyJie 3HATa KOIIis, Ta BBECTH MapoJib 3aXKCTy OCOOMCTOTO Kitoua (puc. 5.22).

3‘IIITYBaIIHﬂ ocobucToro Knwoya

BcTaHoBiTh HOCiH KIoYoEo! iHPOPMaLIT WA Ni KMoy Th
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B HacTtynmHOoMy BiKHI HEOOXiqHO oOpatu Mmiciie Ha xopctkomy nucky I1IK, ne Oyne
3arMcana Korisi ocooucToro kiova (puc. 5.23).
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A VYBara! Jlns HamexHOI poOOTH OCOOWCTOrO KIFOYa 3MIHIOBATH iM’s (anity
«Key-6.dat» 3a00poHsIETHCS.

[Ticns 3aBepiIeHHs PE3EPBHOIO KOIMIIOBAHHSA HEOOX1IHO HATUCHYTH KHOMKY «OK»
(puc. 5.24).

-
MNoeigomnenyn oneparopy - - ﬁ

Pucynox 5.24

5.8 Pe3epBHe KOMilOBaHHSI 0COOMCTOr0 KJIK04a 3 ¢aiijia Ha HOCIH

JIyst pe3epBHOTO KOIIFOBAaHHS 0COOMCTOro Kitoua 3 xopctkoro aucky 1K ma HKI
HE0OX1THO oOpaTH MIANYHKT «Pe3epBHE KOMiFOBaHHS OCOOMCTOrO KII0Ya» B MYHKTI MEHIO
«OcobucThii KIIF0Y» Ta BCTAHOBUTH MapaMeTp «3 (aiiia Ha Hocii» (puc. 5.25).
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B HacTymHOMY BiKHI HEOOXigHO 00OpaTh Komito ocobmcrtoro kimoua «Key-6.daty,

po3mimieHy Ha xopctkomy aucky [1K (puc. 5.26).
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[Ticns mosiBU 3axuiieHOro pododoro crory HeooximHo oopatu HKI, Ha sikuit Oynae
3amucaHa KOIis OCOOMCTOro KJI04a Ta BBECTH IMApPOJIb 3aXHCTy OCOOHMCTOTO KITF0Ya

(puc. 5.27).
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[Ticns 3aBepieHHs PE3EPBHOIO KOIMIIOBAHHSA HEOOX1IHO HATUCHYTHU KHOMKY «OK»
(puc. 5.28).

r R — — § 3
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"-.I Pesepene konitosanHA ocoBucToro knkoua 3 daiiny Ha Hocill BMKoHaHD
' ycniwHo
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5.9 bJiioKyBaHHSI BJIACHOTO cepTudikara

Jlnst  OnmokyBaHHS — BJIACHOTO — cepTHdikara HEOOXiMHO oOpaTd  MiAMYHKT
«3abnokyBatu BiacHWM ceptudikar» B myHKTi MeHI0O «Ceprudikatu ta CBC»
(puc. 5.29).
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3’ ABJIISIETHCS

Jami

MOBIIOMJICHHS

moao OnokyBaHHsS — ceprTudikara,

MiATBEPHKCHHSI OJIOKYBaHHS HaTUCKaeMo KHOmKy «Jla» (puc. 5.30).
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[Ticns mosiBM 3axuiieHoro pododoro crtoiy HeobOximHo obpatu HKI Ta BBectn
apoJib 3aXUCTy ocobucToro kimoua (puc. 5.31).
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[Ticast 3umTyBaHHS OCOOMCTOTO KItOYa PO3MOYHE POOOTYy MaicTep OJOKYBaHHS
ceprudikara. Ha cropiHmi maiicTpa HEOOXIHO BBECTH IMapaMeTPH MIAKIIOYEHHS 0
cepsepa B3aemoii [ICK:

— DNS-im’s uu [P-aapecy cepBepa (acskidd.gov.ua);

— TCP-nopt (80);

— MapaMeTpH JOCTyIy JO proxy-cepBepa (3a HEOOXIIHICTIO Ta SKIO He
BCTaHOBIICHO B IapaMeTpax poOoTH).

[liciss BCTaHOBJIGHHS IMapaMeTpiB HEOOXITHO HATUCHYTH KHOMNKY «Jlami»
(puc. 5.32).
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%
Pucynok 5.32

[Ticns BigmpaBKkH 3anmuTa Ha OJIOKyBaHHs cepTUdiKkaTa 3’ sIBUTbCS BiKHO «Pe3ynbprar
00poOKku 3amuty» (puc. 5.33).
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Jlnis 3aBepieHHs: poOOTH MalicTpa HATUCHYTH KHONKY «3aBepmuTu» (puc. 5.34).
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PI/ICYH-OK 5.34

5.10 CkacyBanHsi BJacHOro ceprudikara

Jlist ckacyBaHHSI BJIaCHOTO cepTudikaTa HeoOXiqHO oOpaTu MmiAMyHKT «CkacyBaTu
BJacHu# cepTudikaT» B myHKTI MeHIO «Ceptudikatu Ta CBC» (puc. 5.35).
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Jami  3’gBAs€TbCsl  TOBIAOMJICEHHS INOAO CKacyBaHHS — ceptudikata. s
MiATBEPHKCHHS CKaCyBaHHS HaTUCKaeMo KHOTIKY «[la» (puc. 5.36).
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[licns mosiBM 3axMIEHOro podouyoro crtoity HeoOxigHo oOpatu HKI ta BBecTn
apoJjb 3aXKUCTy ocobucToro kimoua (puc. 5.37).
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[Ticnst 3yuTyBaHHS OCOOMCTOTO KIIHOYa PO3MOYHE POOOTY MaMCTEp CKaCyBaHHS
ceptudikara. Ha cTopiHii MailicTpa HEOOXIJHO BBECTH NapaMeTpu MiJKIIOYEHHS 10
cepBepa B3aemoii [ICK:
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— DNS-im’s uu [P-aapecy cepBepa (acskidd.gov.ua);

— TCP-nopr (80);

— TapamMeTpW JOCTYIy JO proxy-cepBepa (3a HEOOXIAHICTIO Ta SKIIO He
BCTAHOBJICHO B TIapaMeTpax poOOTH).

[Ticnss BCTaHOBJIEHHA MapaMeTpiB HEOOXIMHO HATUCHYTH KHONKY  «Jlam»

(puc. 5.38).

CkacysanHa cepTudikara

Bianpaeka 3anuty o cepeepa LICK

DNS+m'a un IP-appeca cepeepa LICK: acskidd.gov.ua

TCP-opT: 80

[ Nigxnioyamics yepes proxy-cepsep

?\. OcobucTvin Koy S4UTaHO

Pucynok 5.38

[Ticnst BimmpaBku 3amuTa Ha OJIOKyBaHHS cepTudikaTa 3’IBUThCS BiKHO «Pe3ympTaT
00poOKkwu 3amuty» (puc. 5.39).

CracysaHHa cepTudixara

Bignpaeka 3anuTty go cepeepa LICK

DMNS-m'a un IP-agpeca cepeepa LICK: acskidd.gov.ua

T ¥
Pesynbtat cbpobkm sanuTy ﬁ

I.-"'_"‘-.I PesyneTat 0BpoBrun 3anuTy Ha cKacyeaHHA cepTudikata
WY CMP-cepeepom LICK:

3anuT oBpobneHo
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. OcoBucmii knioy 3uMTaHD

Pucynox 5.39
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Jlns 3aBepiieHHA poOOTHM MaiicTpa HEOOXITHO HATUCHYTH KHONKY «3aBEpLINTH
(puc. 5.40).
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5.11 Off-line pexum po6oTH MpoOrpamMu

Pexum off-line mependauennii ast podotu I13 3a BiACYTHOCTI JOCTYITy O MEpexi
Internet.

B off-line pexxumi nporpama He B3aemoie 3 LICK, Tomy on-line mepepipka crarycy
cepTudikara Ta mo3HayKka yacy OyayTh HEJOCTYIIHI.

Jns  mepeBipku  cratycy ceptudikatiB B Off-line  pexxumi  HeoOXimHO
BukopuctoByBatd CBC. Jlna nporo HeoOxigHO BUKOHAaTH 3aBaHTakeHHs CBC (Ouibn

JeTajbHO AMB. 1. 4.6) Ta B HANAIITYBaHHIX POTrPaMH YBIMKHYTH mapametp «IlepeBipsaTu
CBC» (puc. 5.42).
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Jlns mepexony B pexkum Off-line HeoOxinHo oOpatu mimnyHKT «Ilepeittu B pexum
off-line (ue B3aemomistu 3 LICK)» B mynkti mento «Ilapamerpu» abo Harucuytu Ctrl+O
(puc. 5.42-5.44).
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